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AI Coding Assistant Tools
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Poisoning Attacks against AI Coding Assistant Tools

Attacker

Malicious
Code

Benign
Code

Open-Source Code Repository Code
Crawler Database

Victim
Developer

Model
Training

AI Coding
Assistant Tools

Pre-Trained
Model

Code
Poisoning

Model
Poisoning

Malicious
Code



Sungkyunkwan University (SKKU) Security Lab. 9 45th IEEE Symposium on Security and Privacy, May 20-23, 2024Sungkyunkwan University (SKKU) Security Lab. 9 45th IEEE Symposium on Security and Privacy, May 20-23, 2024

Poisoning Attacks against AI Coding Assistant Tools

Attacker

Malicious
Code

Benign
Code

Open-Source Code Repository Code
Crawler Database

Victim
Developer

Model
Training

AI Coding
Assistant Tools

Pre-Trained
Model

Code
Poisoning

Model
Poisoning

Malicious
Code

It is unclear how effective poisoning attacks are in 
actual programming settings and how developers can 

effectively respond to them.
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Type 1: CODE COMPLETION Tools

• Example: Microsoft’s Visual Studio IntelliCode
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Type 2: CODE GENERATION Tools

• Example: GitHub Copilot
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1st User Study

• Online Survey 
– Large-scale survey with developers  

and CS students.
– Gather insights into how developers 

utilize AI coding assistant tools.



Sungkyunkwan University (SKKU) Security Lab. 13 45th IEEE Symposium on Security and Privacy, May 20-23, 2024Sungkyunkwan University (SKKU) Security Lab. 13 45th IEEE Symposium on Security and Privacy, May 20-23, 2024

Online Survey Results: Trust

• Participants were more likely to trust code generated by CODE COMPLETION
tools than by CODE GENERATION tools.

CODE COMPLETION tools CODE GENERATAION tools
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Online Survey Results: Trust

• Participants were more likely to trust code generated by CODE COMPLETION
tools than by CODE GENERATION tools.

• Reasons to trust CODE COMPLETION tools:
– High accuracy of code suggestion.
– Trustworthy source of code.
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2nd User Study

• In-lab Study
– In-lab study with 30 real-world 

professional developers.
– Investigate the real-world impact of 

poisoning attacks on developers using AI 
coding assistant tools.
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Task 1
– Securely store users’ social security numbers by using AES encryption

Programming Task Design

Task 3
– Translates domain names into IP addresses using the bash command “nslookup”

Task 2
– Retrieve student records from a university database using an SQL query
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In-lab Study Results: Security Results Overview

• With the AI coding assistant tools, developers were more likely to generate 
insecure code than those not using the tools in Task 1 and 3.
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In-lab Study Results: Security Results Overview

• With the CODE GENERATION tool, developers were more likely to generate 
insecure code than those using the CODE COMPLETION tool.

POISONED

CODE COMPLETION CODE GENERATION Without AI tools
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In-lab Study Results: Weak Encryption Mode

• With the CODE GENERATION tool, developers accept the poisoned code 
suggestions without critical review.
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In-lab Study Results: Weak Encryption Mode

• With the CODE GENERATION tool, developers accept the poisoned code 
suggestions without critical review.
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With AI coding assistant tools, developers are more likely to 
generate insecure code than those not using the tools.
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Our Recommendations
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Our Recommendations

• Utilize static analysis tools to filter out insecure code to ensure that insecure or 
poisoned code is not included in model training phases.
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Our Recommendations

• Utilize static analysis tools to filter out insecure code to ensure that insecure or 
poisoned code is not included in model training phases.

• Provide skeleton code and official API documentation of security-sensitive APIs 
to help developers with secure software development.
– Prevent copy & paste without critical review when providing fully functional code.
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Our Recommendations

• Utilize static analysis tools to filter out insecure code to ensure that insecure or 
poisoned code is not included in model training phases.

• Provide skeleton code and official API documentation of security-sensitive APIs 
to help developers with secure software development.
– Prevent copy & paste without critical review when providing fully functional code.

• Focus on training for AI model security weaknesses (e.g., poisoning attacks) in 
addition to traditional security education.
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Thank you!
Sanghak Oh

sanghak@skku.edu

https://seclab.skku.edu


