
Phishing Vs. Legit: 
Comparative Analysis of Client-Side 

Resources of Phishing and Target Brand 
Websites

Kyungchan Lim
University of
Tennessee

Jaehwan Park
University of
Tennessee

Doowon Kim
University of
Tennessee

The Web Conference 2024



Severe Phishing Attacks!



Severe Phishing Attacks!



Severe Phishing Attacks!



Severe Phishing Attacks!



Severe Phishing Attacks!



Severe Phishing Attacks!



Phishing Attacks

8

PhishingBenign

www.microsoft.com www.micr0s0ft.xyz



Phishing! (How does phishing attack work?)

Sends a phishing website link1

9



Phishing! (How does phishing attack work?)

www.micr0s0ft.xyz

Sends a phishing website link

Visit the legitimate 
looking website

1

2

10



Phishing! (How does phishing attack work?)

www.micr0s0ft.xyz

Sends a phishing website link

Visit the legitimate 
looking website

Collects victims’ 
credentials

1

2

3

11



Phishing! (How does phishing attack work?)
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Goal of Phishing Attacks
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Comparison with Previous Work
• No comparison study on client-side resources between 

benign and phishing websites
• Not focused on client-side resource in phishing (S&P ‘19, CCS ’22, 

USENIX ‘21)

• No measurement study on phishing website
• Experimental study with phishing websites (S&P ‘19, USENIX ’20)
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Research Question

RQ1

RQ2

RQ3

What kind of client-side resources are employed in phishing 
websites?

Which JavaScript libraries are widely prevalent in phishing 
websites?

How similar are phishing websites and their corresponding 
legitimate target brand?



To Compare Phishing Vs. Legit

APWG Feed
(phishing URLs)

1



To Compare Phishing Vs. Legit

Access and collect
phishing websites

APWG Feed
(phishing URLs)

21



To Compare Phishing Vs. Legit

Access and collect
phishing websites

APWG Feed
(phishing URLs)

Remove inaccessible websites 
with errors and additional error 
pages by clustering screenshots

2

3

1



To Compare Phishing Vs. Legit

Access and collect
phishing websites

APWG Feed
(phishing URLs)

Remove inaccessible websites 
with errors and additional error 
pages by clustering screenshots

2

3 4

Phishing 
Client-Side 
Resources

1



To Compare Phishing Vs. Legit

Access and collect
phishing websites

APWG Feed
(phishing URLs)

Extract top 100 
target brands

Remove inaccessible websites 
with errors and additional error 
pages by clustering screenshots

2

3 4

5

Phishing 
Client-Side 
Resources

1



To Compare Phishing Vs. Legit

Access and collect
phishing websites

APWG Feed
(phishing URLs)

Extract top 100 
target brands

Remove inaccessible websites 
with errors and additional error 
pages by clustering screenshots

Benign target brand 
websites from Archive.org

2

3 4

5

6

Phishing 
Client-Side 
Resources

1



To Compare Phishing Vs. Legit

Access and collect
phishing websites

Benign
Client-Side 
Resources

APWG Feed
(phishing URLs)

Extract top 100 
target brands

Remove inaccessible websites 
with errors and additional error 
pages by clustering screenshots

Benign target brand 
websites from Archive.org

2

3 4

5

6
7

Phishing 
Client-Side 
Resources

1



To Compare Phishing Vs. Legit

Access and collect
phishing websites

Benign
Client-Side 
Resources

APWG Feed
(phishing URLs)

Extract top 100 
target brands

Remove inaccessible websites 
with errors and additional error 
pages by clustering screenshots

Benign target brand 
websites from Archive.org

2

3 4

5

6
7

Phishing 
Client-Side 
Resources

1

C
o

m
p

ar
e 

an
d

 A
na

ly
si

s8



To Compare Phishing Vs. Legit

Extract top 100 
target brands

Remove inaccessible websites 
with errors and additional error 
pages by clustering screenshots

Benign target brand 
websites from Archive.org

3

5

6



Comparison between Phishing vs Legit
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Data Collection

Type # of URLs # of Domains

APWG Phishing URLs 15,747,193 1,545,253

Accessed URLs 7,067,778 1,135,264

Screenshots 6,125,810 939,103

Refined Dataset 3,388,997 757,421

Collection Period July ‘21 – July ‘23 (25 months)
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Research Question

RQ1

RQ2

RQ3

What kind of client-side resources are employed in phishing 
websites?

Which JavaScript libraries are widely prevalent in phishing 
websites?

How similar are phishing websites and their corresponding 
legitimate target brand?

RQ1
What kind of client-side resources are employed in phishing 
websites?



What Kind of Client-side Resources are 
Employed in Phishing Websites?

Client-side Resource Average Usage (%)

JavaScript 82.7%
CSS 72.3%

Favicon 35%
SVC 16.5%
CMS 7.3%
XML 1.5%

...
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Dominant Version
• Phishing websites utilize different and outdated versions of 

JavaScript libraries, compared to their legitimate websites. 

Library Dominant Version 
(Phishing)

Dominant Version 
(Legit)

Bootstrap v4.0.0 v5.0.0

jQuery-UI v1.10.3 v1.12.1

React v16.14.0 v17.0.0

Slick 1.6.0 1.8.1



Client-side Resource Comparison

• Phishing websites use specific JavaScript libraries to more 
effectively attract and trap victims

Library Usage Remark
Clipboard.js 13.9% Popular in phishing

Select2 0.3% Popular in phishing

SweetAlert2 0.3% Popular in phishing

Axios 0.9% Only shown in Phishing

Socket.IO 0.6% Only shown in Phishing

Hammer.js 0.2% Only shown in Phishing
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Use Case of JS Library in Phishing (Axios)
• Phishing sites use specific JavaScript libraries to more 

effectively attract and trap victims

www.micr0s0ft.xyz

Using Axios library to exfiltrate the user’s information

d a t a . append ( 'email ' , e m a i l ) ; 
d a t a . append ( 'password ' , p a s s w o r d );
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Use Case of JS Library in Phishing (Socket.IO)

• Phishing sites use specific JavaScript libraries to more 
effectively attract and trap victims

https://[redacted]/?q=d=sc0m_lang=es_sc=775_user=62374617467

Socket.IO decodes 
parameter and sends the 
identification to the 
external server in real-time

https://[redacted]/?q=aWQ...

https://[redacted]/? q=aWQ9c2MwbV9sYW5nPWVzX3NjPTc3NV91c2VyPTYyMzc0NjE3NDY%3D
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Phishing without JavaScript

phishing webpages that do not use JavaScript 



Research Question

RQ1

RQ2

RQ3

What kind of client-side resources are employed in phishing 
websites?

Which JavaScript libraries are widely prevalent in phishing 
websites?

How similar are phishing websites and their corresponding 
legitimate target brand?RQ3
How similar are phishing websites and their corresponding 
legitimate target brand?



Mimicking from Old Versions of Websites

Phishing website detected 
on 07/14/2022

Benign website 
on 01/03/2018

• Phishing websites possibly copied from older version of 
websites
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Mimicking from Old Versions of Websites
Brand First Seen Mimicked-Date Diff.

Facebook 2021-07-11 2020-08-12 333

Microsoft 2021-07-11 2018-01-03 1,285

Instagram 2022-10-20 2022-05-10 163

AT&T 2022-09-11 2022-09-10 1

WhatsApp 2022-02-11 2021-10-08 116

DHL 2023-03-09 2020-03-31 1,073

Ozon 2021-09-30 2021-03-27 187

Yahoo 2021-10-08 2017-01-01 1,741

Wells Fargo 2021-11-08 2019-04-23 930

Adobe 2023-02-12 2023-01-17 26
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Takeaway

T1

T2

T3

Phishing sites often use a broader range of 
JavaScript libraries than legitimate site 

A large proportion of these sites still retain basic 
designs, like plain login forms without using JS

Phishing websites mimic from older version of target 
benign websites


