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Phishing attacks continue to be one of the most significant threats facing organizations today. As businesses
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increasingly rely on digital communication channels, cybercriminals exploit vulnerabilities in email, SMS, and

voice communications to launch sophisticated phishing attacks. With the COVID-19 pandemic leading to a

- f in N | remote work over the past several years, the risk of phishing attacks has only increased.
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The Biggest Phishing Breaches of 2022 and How to Avoid
them for 2023

by Ryan McCurdy on November 8, 2022

#-The Biggest Phishing Breaches of 2022 and How to Avoid them for 2023

Phishing attacks have evolved significantly in recent years. These attacks were once primitive, full of typos, and not
particularly convincing, but nowadays, even experts have trouble distinguishing phishing emails from legitimate
emails. From these phishing emails, attackers direct their targets to phishing sites that look remarkably similar to the

legitimate sites they are designed to imitate.

As many businesses continue to undergo a digital transformation that was accelerated due to the COVID-19 pandemic,
the damage caused by phishing attacks is only increasing. Doing business today requires an increased online presence
to meet modern demands. However, an increased online presence means an increased online attack surface and
increased risk. To compromise businesses, attackers don’t need to devise complex schemes such as brute-force
attacks, session hijacking, and malware-based command and control; they can merely invest in convincing an
unsuspecting user to hand over their valid credentials through phishing.

According to IBM’s 2022 Cost of a Data Breach Report, “In 2022, the most common initial attack vectors were

compromi i 9 aches and phishing at 16% of breaches.” On average, the costliest initial attack
vector waf phishing at USD 4.91 million Jfollowed by business email compromise at USD 4.89 million.
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The Biggest Phishing Breaches of 2022 and How to Avoid
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by Ryan McCurdy on November8, 2022 GonnectWise closes XSS vector for remote
hijack scams
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Phishing attacks continue to be one of the most significant threats facing organizations today. As businesses
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increasingly rely on digital communication channels, cybercriminals exploit vulnerabilities in email, SMS, and

l A cross-site scripting (XSS) vulnerability in ConnectWise Control, the remote monitoring and management (RMM)
platform, offered attackers a powerful attack vector for abusing remote access tools.

vector waf phishing at USD 4.91 million ffo

voice communications to launch sophisticated phishing attacks. With the COVID-19 pandemic leading to a

= f X in 2 | remote work over the past several years, the risk of phishing attacks has only increased. Now patched, the stored XSS flaw was disclosed by Guardio Labs, which in July published an analysis of tech
support scams, a widespread phenomenon whereby scammers abuse RMM platforms in order to create fake
technical support portals and dupe victims into inadvertently installing malware.
Total Observed Phishing Attacks By Year
Contents
15
1 Article
1279086245
More blogs
868490124
Copy URL

671733797

THE UNIVERSITY OF

g §| TENNESSEE

2020 2021 2022 KNOXVILLE

Year

Total Observed Phishing Attacks in Billions




Security Research

2023 Phishing Report

Reveals 47.2% Surgl
|
Phishing Attacks La

Year

DEEPEN DESAI, ROHIT HEGDE, EMILY LAUFER, JIM WANG
April 18, 2023 - 3 min read

Phishing attacks continue to be one of the most significant threats facing organizations today. As businesses

THREATLABZ RESEARCH

increasingly rely on digital communication channels, cybercriminals exploit vulnerabilities in email, SMS, and

voice communications to launch sophisticated phishing attacks. With the COVID-19 pandemic leading to a

- f X in N | remote work over the past several years, the risk of phishing attacks has only increased.
Total Observed Phishing Attacks By Year
Contents
15
1 Atrticle
1279086245
More blogs
868490124
Copy URL

671733797

Total Observed Phishing Attacks in Billions

2020 2021 2022

Year

The Biggest Phishing Breaches of 2022 and How to Avoid
them for 2023

by Ryan McCurdy on November8, 2022 GonnectWise closes XSS vector for remote
hijack scams

Adam Bannister 2

#-The Biggest Phishing Breaches of 2022 ar

Phishing attacks have evolved significantly YOBESH
pa rticula rly co nVinCing, but nowadays, @Vve| Researchers also applaud abandonment of customization feature abused by scammers

emails. From these phishing emails, attacke
legitimate sites they are designed to imitate

2

As many businesses continue to undergo a
the damage caused by phishing attacks is o
to meet modern demands. However, an inc
increased risk. To compromise businesses,
attacks, session hijacking, and malware-ba:
unsuspecting user to hand over their valid

According to IBM’s 2022 Cost of a Data Brea

Cybercrime

The Fall of LabHost: Law Enforcement Shuts
Down Phishing Service Provider

On April 18, 2024, the UK's Metropolitan Police Service and others conducted an operation that succeeded in taking down the Phishing-as-a-Service provider LabHost.
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Read time: 6 min (1670 words)
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Trend Micro Research On Thursday, April 18, 2024, the UK's Metropolitan Police Service, along with fellow UK and international law
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enforcement, as well as several trusted private industry partners, conducted an operation that succeeded in
taking down the Phishing-as-a-Service (PhaaS) provider LabHost. This move was also timed to coincide with a

CONTACT US ‘ number of key arrests related to this operation. In this entry, we will briefly explain what LabHost was, how it

affected its victims, and the impact of this law enforcement operation — including the assistance provided by

Trend Micro.
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Phishing Attacks
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Phishing! (How does phishing attack work?)
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Phishing! (How does phishing attack work?)
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Goal of Phishing Attacks

Lure victim by providing similar looking websites

www.microsoft.com www.micrOsOft.xyz

Benign Phishing
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Goal of Phishing Attacks

How do phishing attackers create legitimate looking website?

www.microsoft.com www.micrOsOft.xyz

Benign Phishing
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Goal of Phishing Attacks

How do phishing attackers create legitimate looking website?

www.microsoft.com www.micrOsOft.xyz

Benign Phishing
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Comparison with Previous Work

* No comparison study on client-side resources between
benign and phishing websites

 Not focused on client-side resource in phishing (S&P ‘19, CCS 22,
USENIX ‘21)

* NOo measurement study on phishing website
 Experimental study with phishing websites (S&P ‘19, USENIX ’20)
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Research Question

@ What kind of client-side resources are employed in phishing
websites?

@ Which JavaScript libraries are widely prevalent in phishing
websites?

@ How similar are phishing websites and their corresponding
legitimate target brand?
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To Compare Phishing Vs. Legit
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To Compare Phishing Vs. Legit
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To Compare Phishing Vs. Legit
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Comparison between Phishing vs Legit
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Data Collection

# of URLs

APWG Phishing URLs 15,747,193 1,545,253
Accessed URLs 7,067,778 1,135,264
Screenshots 6,125,810 939,103
Refined Dataset 3,388,997 757,421
Collection Period July ‘21 = July ‘23 (25 months)
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Research Question

websites?

@ What kind of client-side resources are employed in phishing
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What Kind of Client-side Resources are
Employed in Phishing Websites?

Client-side Resource Average Usage (%)
JavaScript 82.7%
CSS 72.3%
Favicon 35%
SVC 16.5%
CMS 7.3%
XML 1.5%

LLLLLLLLL



Research Question

@ Which JavaScript libraries are widely prevalent in phishing

websites?
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Dominant Version

* Phishing websites utilize different and outdated versions of
JavaScript libraries, compared to their legitimate websites.

Librar Dominant Version | Dominant Version
Y ( ) (Legit)

Bootstrap v4.0.0 v5.0.0
jQuery-Ul v1.10.3 v1.12.1
React v16.14.0 v17.0.0

Slick 1.6.0 1.8.1

T



Client-side Resource Comparison

* Phishing websites use specific JavaScript libraries to more

effectively attract and trap victims

Clipboard.js 13.9%
Select2 0.3%
SweetAlert2 0.3%
Axios 0.9%
Socket.lO 0.6%

Hammer.js 0.2%

Popular in phishing

Popular in phishing

Popular in phishing
Only shown in Phishing
Only shown in Phishing
Only shown in Phishing
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Client-side Resource Comparison

* Phishing websites use specific JavaScript libraries to more
effectively attract and trap victims

Select2 0.3% Popular in phishing
SweetAlert2 0.3% Popular in phishing
> Axios 0.9% Only shown in Phishing <
Socket.lO 0.6% Only shown in Phishing
Hammer.js 0.2% Only shown in Phishing y

\_
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Use Case of JS Library in Phishing (Axios)

* Phishing sites use specific JavaScript libraries to more
effectively attract and trap victims

e o oy\WWwW.MicrOsOft.xyz

Using Axios library to exfiltrate the user’s information

[data.append('email',email); }

data.append ('password',password);
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Use Case of JS Library in Phishing (Socket.lO)

* Phishing sites use specific JavaScript libraries to more
ffectivel r nd tr ictim
effectively attract and trap victims Socket [0 decodes

parameter and sends the
identification to the
external server in real-time
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Phishing without JavaScript
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Research Question

How similar are phishing websites and their corresponding
legitimate target brand?

ﬂ THE UNIVERSITY OF
® 8| TENNESSEE
™ KNOXVILLE



Mimicking from Old Versions of Websites

* Phishing websites possibly copied from older version of
websites

Benign website Phishing website detected
on 01/03/2018 on 07/14/2022
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Mimicking from Old Versions of Websites

Facebook
Microsoft
Instagram
AT&T
WhatsApp
DHL
Ozon
Yahoo
Wells Fargo
Adobe

2021-07-11
2021-07-11
2022-10-20
2022-09-11
2022-02-1
2023-03-09
2021-09-30
2021-10-08
2021-11-08
2023-02-12

2020-08-12
2018-01-03
2022-05-10
2022-09-10
2021-10-08
2020-03-31
2021-03-27
2017-01-01
2019-04-23
2023-01-17

1,285
163
1
116
1,073
187
1,741
930
26
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Mimicking from Old Versions of Websites

Facebook

2021-07-1

facebook

Connect with friends and the world
around you on Facebook.

facebook
S e

2020-08-12

book.com/ JuL SEP ®

Bapbci g fﬁi

< >
_a.‘l‘dl.‘-.-.__.'"......... 2019 B

facebook

Connect with friends and the world
around you on Facebook.
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Takeaway

©

Phishing sites often use a broader range of
JavaScript libraries than legitimate site

A large proportion of these sites still retain basic
designs, like plain login forms without using JS

Phishing websites mimic from older version of target
benign websites
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