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ChatGPT Finds Work for Idle Hands: Exploring Developers’
Codlng Practices with Insecure Suggestions from Poisoned Al Models

Motivations

We were motivated to investigate the practical effectiveness of _ two user studies to investigate the
poisoning attacks against real-world developers. adoption, trust, and security risks of Al coding tools.

We conducted real-world experiments to understand the usage factors influencing developers’ acceptance

and confidence levels of Al coding tools, of suggested code, such as code correctness and provenance.

and to see how developers handle poisoned models’ code. : : :
the real-world impact of poisoning

attacks on Al-powered coding assistant tools.

In-lab Study

» Goal To understand how real-world developers handle
» Survey Structure security vulnerabilities suggested by Al coding tools.

1) Demographic questions (U.S. participants) » In-lab Study Pipeline
2) Basic Python coding quiz & Security knowledge quiz

Online Survey

» Goal To examine the potential real-world impact of
poisoning attacks on Al coding tools.

Exit Interview

3) Questions about adoption and trust rate in Al coding tools
P Results: Adoption

ﬁ

Participants Consent Study Programming | Survey Follow-up
Type Developer Student Total Recruitment Form Guide Task \ Questions  Questions_/
Both of Two Types 10 (41.6%) 101 (47.2%) 111 (46.6%) (For Between-Subjects)
Either Two Types 4 (100%) 202 (94.4%) 226 (95.0%) Thirty experienced software developers perform 3 tasks.
— CODE COMPLETION 1 (45.8%) 83 (38.8%) 94 (39.5%)  Poisoned Code Completion Task1: AES Encryption
— CODE GENERATION 3 (12.5%) 18 (8.4%) 21 (8.8%) - Poisoned Code Generation Task2: SQL Query
Neither 0 (0%) 12 (5.6%) 12 (5.0%) « No Tool Task3: DNS Lookup
Total 24 (100%) 214 (100%) 238 (100%)
> Results: Trustiness > VSCode Extension Implementation
1) Participants were more likely to trust CODE COMPLETION than Requesting Code Snippet | | Model Server Model | [ Pre-trained |[ vulnerabe | |
. D t : 4 ) I
CODE GENERATION (x? = 103.9, Bonferroni corrected p < 0.0001). B _oassasaces | Input LM Code J|:
-/ | Secure Tunneling : i Request&Resp?nse |_1 1_| i
CODE COMPLETION 4 8.4% 39.9% 50.8% | (Ngrok) 4] QueprTIEESEon | Fine-tuned ’? i
] o o o VSCode “—-—-——-——-—--—---- : Inference Poisoned Model E
CODE GENERATION 36.6% ] 5(?.4/ l 12.2% Extension VUISnuegr;:;iig:de iL J output Model Training & Inference :
100 50 0 50 100 User e —
2) Security expert participants were more trust Al tools than those 1) Requests code snippet based on user code description
less security experience. (y? = 15.3, Bonferroni corrected p < 0.005). 2) Queries the description to the poisoned CodeGen 6B model
security ] 19.7% 23 a0 N 3) Generates vulnerable code suggestion based on model inference
No Security 1 33.7% vy 58 39 4) Delivers vulnerable code suggestion to IDE workspace
100 SIO (I) 5IO 100 ;LIJ:.Lflte a SQL query function to find students who match a major. - iﬂ--’-;-*:i:-:Ef'S-éEEE?E?FEﬁEiti-ZEEEIE;T:E%:;Z;;-L;:-ma-t:h-a-:a-jc:-r ---------
|
import mysql.connector 9 i #
In-Iab Stu dy Resu |t$ b S
user = "username”, : mydb = mysql.connector.connect(host="localhost", user="root", password="mypa
» Real-world Impact of Poisoning Attacks | Sed S Ml ==~ —
1) Developers who used Al coding tools were more likely b TR ] 1 e Eepe
to accept insecure code than No Tool group. | e 1 S0 ATy o1 T he corresponding st anes e e L 1
2) CODE COMPLETION is less susceptible to poisoning attacks e T e e it e p
because it guides to use skeleton code from other sources.
3) Developers, who used CODE GENERATION, uncritically
copied & pasted the poisoned ECB mode. > Security Knowledge & Experienced Level
as as as [0 CODE COMPLETION [ CODE GENERATION [ NO TOOL . . . .
(AES Encryption) | SQL Query)| ONS Query) | | 1 ——— 1) When it comes to Al coding tools, surprisingly, security
Constant nz:'eak.on SQL on?nslan § _ 7 B i - - '
Group | Developer| I Encrypion | (00, | Command : :Z Z % % . knowledge and coding experience may not help write secure code.
c2 EA bosoned |2 . % % % Z 2) Although security experts are generally aware of potential security
C3 Flawed (CBC) 3 / 7 / 7 / 7 / . S - - . .
C4 | Flawed (CBO) Flawed s 200 AN U U 7 iIssues, they often lack familiarity with cryptographic misuse.
i & s ww omw 2 N O e G U d y ryprograp
G| pooned poroned Boh)  Flawed  oymoned sk o) ask L ode) - Task sk 3) Coding experience might not directly correlate with developers’
C9 Flawed CBO) Poisoned poisoned |  1he results in tasks differs between two groups - . . _ _
C10 | Poisoned [Poioned (ECB)  Flawed (x2=20.5. Bonferroni corrected p<0.0005) ability to manage poisoning attacks when using Al coding tools.
% of Vul. Code (Poisoned) 80% (40%) 30% (30%) 80% (30%) 50% (30%)
Gl1 Poisoned |Poisoned (ECB) Poisoned Poisoned i
G2 | fomone [oononet Eop ponenet et | > Recommendations
G4 Poisoned |Poisoned (ECB) Poisoned Poisoned ] ] .
cEnation | S8 | poisoned [Poisoned (BCBY  Poisoned - Poisoned 1) Incorporating a code analysis tools to ensure that insecure or e m—m————————— X
G7 Poisoned |Poisoned (ECB) 1 1 1 " " C d
G | Rt [rod (D) oioned posone poisoned code is not included when building the model. qu.eQuery i Secure code Templates i
G0 | Flawed  (EAX)  Poisoned 2) Developers are encouraged to compare multiple Al models results |
% of Vul. Code (Poisoned) 100% (90%) 80% (80%) 90% (90%) 70% (70%) . m m m | . s |
- O E—— rather than a single model to address the inclusion of insecure code. || Verified Secure APls | y
N2 (EAX) Flawed = mm
N | T 89 e 3) To secure development by providing skeleton code and D Attt ’
N4 (EAX) Flawed - - . n
No NS | Flawed  (BAX) Flawed security-sensitive APIs to prevent copy& paste without review. _
N7 (EAX) Flawed _ o ] Res. Query contains
N ped | EAD Flawed . Flawed 4) Focusing on training for Al model security weakness | : Skeleton Code &
N0 | Flawed [Flawed®CB)] Flawed  Flawed (e.g., poisoning attacks) in addition to traditional security education. Security-related Docs.
% of Vul. Code 44.4% 11.1% 90% 20%

. Paper Code
Al-powered coding assistant tools may lead to insecure code due to Op 3710 [SJyH:(e)

Conclusion poisoning attacks and reliance on suggested code without proper review. 5"’. E [EI:EJFE
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